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GRREE FTXH N LA X
EFUSE One Time Program memory Rﬁ%¢%g:;k%ﬁ{i%§
IBL Immutable Boot Loader AN AR 5| G
MBL Main Boot Loader F51F
MBL-PK Main Boot Loader Public Key FIFAH
MP Mass Production B, X BRI
MSDK Main SDK TR
OTA Over the Air upgrade 2 T2
ROTPK Root of Trust Public Key WASEAH
ROM Read-Only Memory RAAEit
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1.1.

1.2.

ZERF

fEi

ZAREREN T RN RGBT I — 5152 3 1 N R A AT Y A ik A e B
Pho XEAWADNRERN: —RAMGEKE %16%; TRRAERFBIEN, R T T
FE BU Sk A e B4k

N TR — %8R4 22 M, BATRZE — DT PATIE R BUE L E ROM . B2y
ARG ABL). HEsh T e N % emsh)E, AR LRt REE, RGHZBE
IBL RIZATEE — 26464, AEMITNARER . RIILER — 2382 M 1T IRIG1E-

HATTPATREFBL JIHE FLASH 1k, #xZ 8351 (MBL). IBL 2% 515E MBL )
BV E R, IR S, 4 REBkEL F MBL.

JE— AT PATRE R B, BATTFRZ 9 MSDK, K B MBL R 5T IIERE 4, S E s, A fi
B ) MSDK i217

Sl R E A 1-1.

B 11, 5 SdE

MBLE 1 56 1F MSDKGHE i3 3641

Secure ROM FLASH FLASH

EFUSE " &R A (ROTPK) MMAE, FHRIUES —A FLASH " HUTHET
B AR S A, BAAHRGIEH ES LB EIEBEL .

FLASH 3%l

FLASH ¥t & WL 1-2. GD32VW553 #HIALE FLASH K/ 4M Bytes, FATHLLL 4M
Sl

System Setting 3247 MBL 1 MSDK (W41 46 Wit A5 B UL A R i i =55 « FIURIRAE
BRI E S BT A% 1) System Status Y, RJE L ZBUE. ZEMER, WASH
RERTHEE, AREJHIE.

System Status K PING/PONG )77 :\4EH, AN RH TLV # X, fFAEREH, I
KH AES I . & F B RAFBURAME B LA MSDK 0/1 (IS 4TR A . ARAME B FH KB 1k (7]
IBHH:, MSDK I 1THRAS FH R HE a1 a2 & 125 MSDK 0 i8¢ MSDK 1. ‘B f7fi# T
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1.3.

—UE A 55 FARKINA, IR SSVER T B 2 SCASIET Il A 2

MSDK 0 [fiie i B 2 B e i), AReisi, (22 MSDK 1 [iedffr &, v LARYE FLASH
K/INAT User Data Ak /MiiE% . MSDK 0 Al MSDK 1 ¥4 2 S T H o fdi Y, PR i
M EZEZARZ KA, LURATRK SDK ABI, MSDK 1 Kk asfr & H sl A1 % & i1 2
0x081EA000.

& 1-2. FLASH #&1

0x08000000 System Setting

0x08001000 MBL
0x08008000 System Status
0x0800A000
MSDK 0
0X081EA000
MSDK 1
User Data
O0x083FFFFF
SRAM X

SRAM FL&I LI 1-3. M ROM i HI 2 & Jm A2 & 5 AT 1 512 749

Shared data /& ROM f£i#:45 MBL 15 5, f455 ROM fiiAE 5, ROTPK 75 8 LA K. MBL
NHEE R

MBL used /& MBL iz 4T} F 2 I HEAHL .
MSDK used /& MSDK 1] BL{# i) SRAM =i,

FEFEMZ, K 1-3 4, MSDK 1#i %) SRAM §f Shared data [X 35 L &% MBL [X 8 &
&, ZFNTE MBL IE1T2 S5, IXMEea# AT DURE R R4y MSDK . Rtk MSDK 1 i #9
SRAM #24f 17 & /2 0x20000200.

& 1-3. SRAM #i%l
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0x20000000 ROM used \
0x20000200 Shared data !
0x20000300 MBL used

MSDK

0X2004FFFF
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1.4. R C B SCAd

R & S E1%SDK%\config\config_gdm32.h, WK 1-4. A0 AVUEL, B
Fduht, 5 T BUE SRAM BRI, 55 =BE FLASH MR, 25 DY B BEAFR A . AT DU 3G 15
HEISEPr G ZOREATRCE . AR “Keep unchanged !” HIATANREIZ I, X AR 702 B F A
4R E M

TERAN T PATREF AT e BER. BRI RE S, MM BXASCF. Waiedil, SRAM
AT FLASH FLRI ks R 75 S Sux — AN SCFs

Tk % RE_MBL_OFFSET 3% 47, 44 0 fRH%, MBL [E 2 1 A FLASH Boot
BT R, 7% Secure ROM Boot, 7 B IiX M E BN 0x1000.

B 1-4. HRIAC B

/* REGION DEFINE */
#define RE_FLASH BASE 0x08000000 /* !Keep unchanged! */
#define RE_SRAM BASE 0x20000000 /* !Keep unchanged! */

/* SRAM LAYOUT */
#define RE_MBL_DATA START 0x300 /* 1Keep unchanged! */
#define RE_IMG DATA START 0x200 /* !Keep unchanged! */

/* FLASH LAYEROUT */

#define RE VTOR ALIGNMENT 0x200 /* 1Keep unchanged! */
#define RE_SYS SET OFFSET 0x0 /* !Keep unchanged! */
#define RE_MBL_OFFSET 0x0 /* 0x0: Boot from MBL */|

/* 0x1000: Boot from ROM */
#define RE SYS STATUS OFFSET 0x8000 /* 'Keep unchanged! */
#define RE IMG 0 OFFSET 0xR000 /* 1Keep unchanged! */
#define RE_IMG 1 OFFSET 0x1ER000
#define RE_IMG 1 END 0x3CRO0D /* reserved 196KB for user data */
#define RE_NVDS DATA OFFSET 0x3FBO00 /* reserved 20KB for nvds data */
#define RE_END OFFSET 0x400000 /* equal to flash total size */

/* FW_VERSION */
#define RE_MBL_VERSION 0x01000002

#define RE_IMG VERSION 0x01000002
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W biE

WRE R %R shThee, % EBE EFUSE R tifi.

C I =B B writ 25
- BRAeRHKE S%TIT . i BOOTO 1 BOOT1 i PIN FEH AL, FM
FLASH 53, BOOTO A& {t# M ROM Bootloader 335, BOOTO 1 BOOT1 #A
EFE M SRAM 550,
- 1fi Secure ROM J3 528 FLASH #: X5 F PIN I 5E 1.
- EFUSE_CTLO: BITO0 & 1% M Secure ROM Jizh, 0 fXFEM FLASH iz
- WRBEHZERSE, HHE, AR BOOT AR € ok, w2 uiil e
M Secure ROM JH3f, A LASE DLF AL,
- EFUSE_CTLO: 5}y 0x2B
I At v
- RAUEETRE ROM 2 14 500F MBL [ FHIE R A5, AR ERE, MASK
R HIE RE 2 45 30
- EFUSE_CTL1: BIT6 fREIKIEFE (124, BIT6 + BIT7 /AR IGUEIE T+ [E 11254
m & ROTPKH
- ROTPKH FIREGAE MBL [E/F#7 1) ROTPK A& T &%, ROTPK A#1H RIGIE
MBL FIfE&AEFHIE%4 . ROTPK %8N AL ROTPKH KIF=4 ikiE S %
3.2.3,
- EFUSE_ROTPKKEYx: & 32 574
- EFUSE_CTL1: BIT2 #i¢ ROTPKH ANGEF#E S
B %E AESK
- AR W AR E AN, I TR B E [ h0A % H DSOS — AN Lock £,
b s k25T DL ORI R 1 5 1EM, {H& — B4 Lock 78 I, #fFmt Rk
R
ER: BEEH AT AESK Inss (& 1, Joik g [,
- EFUSE_AESKEYx: 3t 16 774
- EFUSE_USERCTL: BIT5AESEN 5 1 )5, #Fikis AESKey

FF R B B AT LLE A GD32AllInOneProgrammer.exe K4 EFUSE #267#3H Tkt . B2 BBt
A U ] MassProductionTool_CMD.exe, il #ir 44775 kAT Bk
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3.1. B A 3K

B E AR, R, MR,
3.1.1. H a8

)RR TR ERT L B R, RSk E] FLASH M. H) B EmNES ILE 3-1.

System Setting XA/ RSN E, X MES i MBL B H 34 p, MBL X817 MBL
PRI R 2 44 FIAEHS, IEH T3, System Status [XI8f# ] OXFF %5, X =AN27E4i1% MBL i
HHA mbl_afterbuild.bat Ha4A K, HE& I mbl-sys.bin, 171 %SDK%\scripts\images\
H.

MSDK 0 77 i 7= I [ {1 K& % 4 55 W%, B rftestbin, & & ¥ rftest_cfg.h
CONFIG_RF_TEST_SUPPORT 4T Jf J& #4 # MSDK # % ) , H 3 % W
1£%SDK%\scripts\images\f'. 1R {##E T Secure Boot (RE_MBL_OFFSET =0x1000), %
BT E S EAE S, W 3.2 .

MSDK 1 f£8H /7 [ 4 (msdk.bin), ¥f CONFIG_RF_TEST_SUPPORT 3 MJ5 /g i
MSDK, 44455 msdk.bin 77 7E %SDK%\scripts\images\f'. [, 1R f#ift T Secure Boot
(RE_MBL_OFFSET = 0x1000), %P2 H s ink 2 #5145 B o

MR RS 1% MBL, MSDK O(RFTEST), MSDK 1(Normal)J&, £ 7£%SDK%\scripts\images\
W H 204 K image-all-mp.bin, E¥ =FHGE—E, ERET =76

TRk a, BBk 20 E 4 MSDK 0. 4=l 5 iifs, PN 8 F i & 114 2
FUEfE MSDK 1, g # I BI AT )

B 3. ) BEHEr=EE

‘ System Setting ‘
| MBL |
Padding with OxFF

MSDK 0 (rftest)
a4M
bytes

Padding with OxFF

MSDK 1 (normal)

Padding with OxFF

10
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3.1.2.

3.2.

3.2.1.

FEE

T+ 2 F5 e B MSDK 0 5 MSDK 1 [X 1) image-ota.bin, 11 msdk.bin, /£ MSDK
Yn ¥ J5 B 211817 1) image_afterbuild.bat &7 44, I E 3% SDK%\scripts\images\ H 5%
s

W HTTPS Phisok Moz R 55 X #E T R, A 200, TR
HILTE 3-2.

E 3-2. AZEGFERER

HTTP header

‘ Packet 1 P\_
‘ Packet 2

image-ota.bin

Packet n L./-/

Checksum

[ s 2
PR, KE— R FE R T

RS
[l e i o, AR IR FAE R INIE, 2 APAIE e — AR Z TR [ B2,
K 3-3 s — MR A E S fF =2, a0 3-4 Fr.

TCAEAS G B G e Sk EB . FEEA B . B BRAIE 25 4 R B DA R [ 47 2%
£ o H [ 408 S R A ] A Sk SR [ R AR B . ROTPK FH SR ISHIE [B 44 2 1) 25 4 01X A
B R RATH F 84 —4 ROT #8x, ROT FEAMAKE MBL [FE{FF1 MSDK [E {444,
ROTPK FRIGIEZE 4, Wik 3-5 FiR.

&l 3-3. ik EfERER

11
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‘ System Setting ‘/

- ‘ Header ‘
| MBL | | MBLBinay |
‘ System Status ‘ ’\_\. ‘ Digest ‘

NN ROTPK |
MSDK 0 N, .

NN ‘ Signature ‘

A

\ N

\ A
T } Header ‘
MSDK 1 \'\A ‘ MSDK Binary ‘
\.\ ‘ Digest ‘
So N | rotPk
User Data N .\-J Signature ‘

N

HEF B e 4. [ kB0 WAL . B RUEIER A uET DL
THEERE AL o Lo [ P40 2 ) B A 5 [ Sk AT ] R A4S B - ROTPK AR EAIEIEF (02844, M
EF A5 1) MBL-PK RIS B A2 44 o XM 20 75 2 AR P B PIAIIE TS,

Kl 3-6 Frr.

MSDK 1] LS AME F — & 0 AIE 15, thal AER MBL 3L —%&. HarsE Rl —%&,
I 7E MSDK &2 i\ /2 ROTPK #il MBL CERT. 75l MSDK #f3%27i A MBL-PK I
MSDK CERT, # MSDK CERT {42 MSDK-PK, MSDK FAZHH k45 MSDK $ 254,

Bl 3-4. HHEF BB

7 l Header ‘
‘ System Setting ‘ PR ‘ MBL Binary ‘
| MBE | | ROTPK |
‘ System Status N ‘ VBL CERT ‘
MSDK 0 NN Digest |
\'\ \-\‘ Signature ‘

\. \
\f\’ - /‘ Header ‘
MSDK 1 \»\. MSIIQDCI;IZir;ary

\
N '\\ | MBLCERT |
AN

User Data NN ‘ Digest ‘
\'g\;J Signature ‘

] - 2 1 2 I 3032 4T (1A mbl_afterbuild.bat i1 image_afterbuild.bat 5¢ & () .

12
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3.2.2.

o 2 B T %SDK%\config\config_gdm32.h , I A i I A0 B2 A 55 40 xR IE
7£%SDK%\scripts\certs\ N, it &1 IDE i xxx_afterbuild.bat A& NS %, mts
B A BAH I F [ A 3

VR Huis E ECDSA 256 f1 ED25519 WiFf 7L 4 FE. Wit ECDSA256
EHXTAES, A IDE {51 H xxx_afterbuild.bat B NS5 7 E ke N “ECDSA256”.,
an:

cmd /C “.\..\.\image_afterbuild.bat riscv-nuclei-elf- ECDSA256 CERT
${eclipse_home}/../Tools/OpenOCD/xpack-openocd-0.11.0-3/bin ${ProjDirPath}/../../..[..] *" *
IARIEFAEFINIET A, S Hife “CERT”, HUEiE “IMG”.

BB fE

ROT 40 1 A¥FR 2 8 ROTPK, MBL %815 1A 8RR 2 A MBL-PK.

WK 3-5 s, 4R ATFEUE B VAER, fH ROT —41% 5% K& 4 oG4 4 Bl m .
TAVEF ROT FLEH R k45 MBL 1 MSDK (145454, 1§ ROTPK KI&IF24

&l 3-5 TIEFIMESS 8%

MBL
Header

EFUSE

— 'Verified—w,,,,,,rrrrr%

~_

MBL Binary
Digest
ROTPK

~

Verified with

e

il

ROTPK Hash —
\ ™~ " ///—""""
Verufl/ch/ ) Signature

\ P

MSDK

Header

Saved Hash Signed
‘ MSDK Binary

Digest

il

I ROTPK \
Verified with

' sa ved—

B Signature

7 - __Signed—

ﬂ

Offline process Public Key Private Key

ROT key pair

ZA BN ETIERBIAE, WK 3-6 . BT EA R ROT A1 MBL P42 4H %t LL &
BANE . 2R FE ] ROT IE 1545 MBL-PK IE 152542, i MBL #A%H%5 MBL A1 MSDK f4% 2
4. R E R IS 3.2.3 15,

ZAa RS, ROM & 4:ffH EFUSE #) ROTPK Hash KIGiE MBL #747f) ROTPK [
HIEME, AN H ROTPK Kk MBL-PK IEB &AM, Rk, i\ BiniH MBL-
PK, F{# /] MBL-PK K5 IE MBL fi 2245 44 1 &b . anRIGE#@E L, w2 Bhi 4 3 MBL i2
17 B3] MBL 2 J5, MBL 2 F AR [R5 15K E01E MSDK [1)&2:4 .

E 3-6 EFINIEEAESE
13
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MBL

Header

MBL Binary

 Verified” ™ ROTPK

— ified with
EFUSE - MBL CERT Veri |/ed wit
7 e (MBL-PK) —<

/’ 7/
ROTPK Hash & — Digest Verified with
\I/erified !

[y

]

\
| P Signature

| MSDK
Header

©v
~@
=]
©
o

‘ Saved MSDK Binary

‘ / R ROTPK SR

Verified with
/

\ Signed
/ T MBL CERT

(MBL-PK) <

[}

Verified with

| ’;“J } Digest

| / a

ROT Cert
Offline process I

Public Key Private Key Public Key  Private Key
ROT key pair MBL key pair

3.2.3. BEEARE A AR

H AT FRA14# F 3] ROT 24354 1 MBL 2 43%F, LA ROT iEHA1 MBL iFH. 78 N4
27347 OpenSSL Windows L E.. #RJ5+TJF Window CMD % I, KN T SCHIfr &4 i
T B () B R AR

ROT ZHAXANEH
A ROT 8% -
> openssl req -key rot-key.pem -new -out rot-req.csr

B 3-7. 45k ROT 4%}

14
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D:*workstest>opensz]l req —newkey ED2551% —new —out rot—reqg.cse
Generating a ED25519? private key

writing new private key to ‘privkey.pem’

Enter PEM pass phrase:

Uerifying — Enter PEM pass phrase:

You are about to bhe asked to enter information that will be incorporated
into your certificate request.

What vou are about to enter is what is called a Distinguished Name or a DN.
There are guite a few fields but you can leave some blank

For some fields there will be a default wvalue.

If you enter ".', the field will he left bhlank.

Country Mame (2 letter code> [AUl:cn

State or Province Mame ¢(full name?> [Some—-Statel:js

Locality Mame C(eg, city) [l:s=

Organization Mame <eg, company? [Internet Widgits Pty Ltdl:gd
Organizational Unit MName <eg, section> [1:

Common Name {(e.g. server FQDN or YOUR name?> [l:gigadevice.com
Email Address [1:

Fleaze enter the following ‘extra’ attributes
to be sent with your certificate reqguest

A challenge password [1:

An optional company name []1:

HREFFHREEE PEM %Y, ARSCERAEH “12345678”. SRJ5 K KIS UE il R M5
B, B jE 4153 privkey.pem F1 rot-req.csr. H A privkey.pem 52 ROT #48, AT X4,
FAHEE LN rot-key.pem. HT AT LA MR HK, Bl A FHELRAER .

> move privkey.pem rot-key.pem
BB ROT IR, HE4 MBLIEHAE4:
> openssl x509 -req -in rot-req.csr -signkey rot-key.pem -out rot-cert.pem -days 3650

K 3-8. A ROT iEF

D:wworkstest>openssl x589 —req —in rot-reg.csr —signkey rot—-key.pem —out rot-cer
t.pem —days 3658
Signature ok

zubject=C = cn, 8T = js. sz, 0 = gd, CN = gigadevice.com
Getting Private key
Enter pass phrase for rot—key.pem:

rot-req.csr fEIEHiER, A1 rot-key.pem H 24 LK rot-cert.pem. X Ei A L
% E ) PEM 60 “12345678”, 2 J54:4: i rot-cert.pem.

IR 5 1 N %SDK%\scripts\imgtool\#% 12 &, ] Windows CMD, 12471 T4 :
> imgtool.py getpub -k ..\certs\ecdsa256\rot-key.pem —sha256 1

A AR 2 75 B 5 i3 EFUSE 79 ROTPKH, UL 3-9 ] test_rotpk_hash[].

A 3-9. kB ROTPKH

15
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MBL AR AHESS

A MBL 50 X
> openssl req -newkey ED25519 -new -out mbl-req.csr
&l 3-10. A:p MBL 4%}

D:~workstestropenss]l req —newkey EDZ25519 —new —out mbl-reg.cse
Generating a ED2551% private key

uriting new private key to ‘privkey.pem’

Enter PEM pass phrasze:

Jerifying — Enter PEM pass phrase:

You are about to he asked to enter information that will be incorporated
into your certificate reguest.

llhat you are about to enter iz what is called a Distinguiszhed Name or a DH.
There are guite a few fields but you can leave some blank

For some fields there will he a default value.

If you enter '.’, the field will he left hlank.

Country Mame (2 letter code> [AUl:cn

State or Province Mame (full name? [Some—Statel:js

Locality Mame {eg, city) [l:=ze

Organization Mame {eg, company? [Internet Widgits Pty Ltdl:=-gd
Organizational Unit Name <eg, section? [l:gigadevice.com
Common MWame (e.g. server FQDM or YOUR name? [l:gigadevice.com
Email Address [1:

Fleaze enter the following ‘extra’ attributes
to he sent with your certificate request

A challenge password [1:

An optional company name [1:

AT N 22133 privkey.pem 1 mbl-req.csr. AT X4, A privkey.pem T4 mbl-
key.pem.

> move privkey.pem mbl-key.pem

B MBL WE5: > openssl x509 -req -in mbl-req.csr -out mbl-cert.pem -signkey mbl-
key.pem -CA rot-cert.pem -Cakey rot-key.pem -Cacreateserial -days 3650

16
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A 3-11 A gk MBL iEFS

D:~workstest>openss]l x589 —req —in mhl-reqg.csr —out mbhl-cert.pem —signkey mhl-ke
y.pem —CA rot—cert.pem —CAkey rot—key.pem —CAcreateserial —days 3658

Signature ok

zubject=C = cn, 8T = j=. = gd, Ol = gigadevice.com, CN = gigadevice.co
n

Getting Private key

Enter pass phrase for mhl-key.pem:
Getting CA Private Key

Enter pass phrasze for rot—-key.pem:

N

14T 1T 5 HE i mbl-cert.pem.

17



GigaDevice

AN260
GD32VW553 ‘%4 3 Z A [ T+ 2% 45 7

4.1.

B4 T 4%
Wifi
FERAAH SDK HE# At T ota_demo.c, A EFF KA F) OTA AL ES, 7 LSHEX/NR

MARAR S5 8%, #U# FH Python3 HTTP Server, #E4f Python3 2 Gl i] AELIEMEH . s
WRFR, “HostiP” RIZB TIX A TN IP. 157534 75 EIR EHLE R — AR A

# python -m http.server 80 —bind HostIP

AR P AR T —A HTTP g5 s, JRREBT R SAE 7RG AR AR T . H
JUAT DA e Hs PR kAT OTA Ml dr i T

# ota_demo test_ap password 192.168.3.100 image-ota.bin

Horr, “test_ap” Hi1“password” s ZEE K R M AP ) SSID %5, “192.168.3.100”
#& HTTP Server iz17 1ML IP #ihik, “image-ota.bin” &7 HTTP Server 2 H % N & 17+
Zif.

TR A, 4RTIE T MSDK 0 X3, FHE ik s 8 MSDK 1 [X 1,
WMAMHTIZATE MSDK 1, MIFFZ[E ke S 2 MSDK 0. FRRIEfFIS, RS & zum F a3
FLASH I (RS Fl ek Hash,  DABRER [ 1 N 20 e B AR 3] FLASH HIERaYE, Jf
¥ MSDK x %f B [#] Image Status #71c 4 NEW, f#fifi %] System Status [X 15,

THR SR BRI, MBL 22647 MSDK 0 A1 MSDK 1 #J Image Status, % &MA
NEW #3285, SARJedfATI00E, BPIGIE MSDK [ [ 445 4% B 15 . 4 556 U 38 3o 3ok #0  1)
Image Status #ric A VERIFY_OK, #AJ5Bk¥E] NEW [FEfFEAT. W1 F 56 0E < WOt S0 A B 1
Image Status 471ty VERIFY_FAIL #EX\ While(1), )35 2k BAE S —5 MSDK [E 1,
BDIHE R, BE@dshissT.

] B A B # TH D TR AN T

1)  WAE LT UITIZITH MSDK J2 0 1642 1, WS 4AT2E 0, WHEMREMNEN1, RZ
N 0;

2) WA HTTP ks ds o TCP 4k

3) W&k 4 Ki% HTTP Request;

4) JR%5Z5M S HTTP response 200 OK, ¥ MSDK Manifest 43 /i k1% H 3K

5)  WAAWE| ERAN RSB H AR S 6 B EHE, IR A A ke S idk FLASH;

6) MRS ASAE BB RIXG NG, AORE AR S

7)  wRWEIRIRAZ G, S EARRES AL E R FLASH W2 THE RIS AT LLE

8) KeuiEId MARYE HAnbe S 7 B Y Image Status Jy NEW, 4R[4T 47 & 1) Image Status
Old;

9) HJH;

18



e

GigaDevice

AN260

GD32VW553 ‘%4 3 Z A [ T+ 2% 45 7

10) MBL WAEHTEFRIZE 4, WRIG TR, BBk 20 (s AT, &0 EH 5 2] & Rz

(e

4.2. Ble

4.2.1. FERRE

6. verify digest thien set it boot
from new phrtition

8. reboot fron new partition

Vw553 ota procedure

VW553 Wechat
device Mini Program
1. startadv

2. establish connection

<
3. send cmd
<
4, start ota and send ota data

5. send digest

7. reboot cmd

A

v v
4.2.2. UUID 88
Attribute UuiD Property Description
Service OxFFO00
Control Characteristic OxFF11 Write Without Response | &%l #54
Data Characteristic O0xFF22 Write With Response K% image HdE

19
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4.2.3. 15 &4
K Opcode fi ke
2 0 dfu Bzl (1byte)
5 1 Image size (4byte)
1 2 i
33 3 Sha256 value (32byte)
1 4 yn
2 5 RS (1byte)

DFU_OPCODE_MODE

Ri%+E4: 0x00, 0x00
R0 B2: 0x00, 0x00
H #8519 57 : 0x00, error code(1 byte)

W ATmiLtRER, RETYTR

DFU_OPCODE_IMAGE_SIZE

Ri%$54: 0x01, image size (4 byte)
FIE B2 001, 0x00

Hi £ 1 B: 0x01, error code(1 byte)
YL TSR Tk % image size

DFU_OPCODE_START_DFU

KIETE4: 0x02

FIE B 002, 0x00

Hi £ B 0x02, error code(1 byte)
Y HURETT R, TTIRTHR

DFU_OPCODE_VERIFICATION

R i%$54: 0x03, sha256 value (32 byte)
I B 0x03, 0x00

HiA I B 0x03, error code(1 byte)

YO AR R S AR TS, HiiA image SEEEME
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DFU_OPCODE_REBOOT

4.2.4.

RiETE 4 0x04,

R jmA 2: 0x04, 0x00

HiE5 M B : 0x04, error code(1 byte)

YEHA: k%55 % reboot F HAH Y image JE 3

BIEPE

Msdk F 24t 7 app_dfu_srv.c 1T ble ota. I EJF K FAE 1 OTA AR, T LAS XA

o

IR

1. BE%ITJF% FEAT_SUPPORT_BLE_OTA JGi#E4T4i %
2. TF# image-all.bin 3 f}-#| start board .

3. LHJ5iE ble_adv @ 1) #%
. Husky UART Tool v2.0

Fie Edit Option
REG MAC PHY RF
Common Base Test Full Test Lua Test

com47 TimeStamp:

HexMode: []

cl=la

15:34:29.460 ALW: MBL:

First print.

Serial Settings 15:34:29.468 ALW: MBL: Boot from Image @.
15:34:29.460 ALW: MBL: Validate Image © OK.
COM: coM47 15:34:29.468 ALW: MBL: Jump to Main Image (8x0800a080).
15:34:29.523 === RF initialization finished ===
Bandae 115200 15:34:29.523 SDK Version: v1.0.3a-c3314cb685d7421a
S 15:34:29.523 Build date: 2025/87/29 10:58:09
: 8 15:34:29.523 Image Version: GIGAL.8.3.002

Parity: e

15:34:29.585 === WiFi calibration done ===

15:34:29.585 === PHY initialization finished ===
Stop Bits: : 15:34:29.648 [ble_ota srv_cb], svc_add_rsp status = @x8
15:34:29.648 BLE local addr: 76:BA:ED:27:00:64, type 0x@
15:34:29.71@ === BLE Adapter enable complete ===
Close 15:34:38.463 ble_adv 8

15:34:30.463 adv state
Cammmt (EEy 15:34:39.463 adv index
Clear All up 15:34:38.525 adv state
15:34:30.525 adv state
flash read Ox1EA200 16 ~|  [15:34:30.525 adv state
flash read 0x00A200 16
version
image_switch

Remove

AT
ble_adv 0 v
< >

Send Settings

[J Repeat sending every 10 ms

15:34:30.463 # adv state change @x@ ==> Ox1, reason @x@

change @x1 ==> @x2, reason 8x@
2]

change @x2 ==> @x3, reason @x@
change @x3 ==> Ox4, reason 8x@
change @x4 ==> Bx6, reason @x@

Connect Console ble_adv @

4. FTIPNREFR, “gd EAEM 7, R R, AR

ey
IL
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QX3 Tles

GD Blue courier = e+ ©®

BRIET

BEF [7Z:

QX3 0 %l il €3

GD Blue courier  *e+ ®

18 & B GD-BLE-64:00:27:ed:ba:76
1€ 8ID: 76:BA:ED:27:00:64 9

RSSI:-58

SRS

22
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5. mii#kXN ota FMH

[ R TRl Rl IN 83}

GD Blue courier Ak (O]

DeviceName: GD-BLE-64:00:27:ed:ba:76

DevicelD: 76:BA:ED:27:00:64

6. In# ota SCfFJE CATRUMEBAE I IIC % A ) bin 3P mdi T 46744

&N 2 Tl il €3

GD Blue courier = e+ ®

7. TSRS R JFAE R image 24T
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{.. Husky UART Tool v2.0

File Edit Option

REG MAC PHY RF
Common  Base Test Full Test Lua Test

Serfal Settings

COM: COM47
Baudrate: 115200
Data Bits: 8
Parity: None
Stop Bits: 1

Close

Command History

Clear All Up Remove

COM47

Font:

HexMode: [ (=] [2] [&]

TimeStamp: Lines:

flash read Ox1EA200 16
flash read 0x00A200 16
version

image_switch

AT

ble_adv 0 v

<

>

Send Settings

[J Repeat sending every 10

Connect Console

ms

TIZT
:12:
:12:
112:
112:
112:
112:
112:
112:
112:
112:
112:
112:
113:
:13:
:13:
:13:
:13:

:13:
:13:
:13:
:13:
:13:
:13:
:13:
:13:
:13:
:13:
:13:
:13:
:13:

ECR
30.
30.
30.
30.
30.
30.
30.
30.
30.
30.
31.
32.
15.
16.
16.
16.
429

16

16
16
16

395
399
653
653
653
653
657
658
754
989
ale
060
536
804
241
241
241

429
493
493
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.

556
556
618
618
618
618
618
683
683
683

1e pKT size info: conn 10X €, X OCT 251, X time Z1Z6, rX OCt 2/, rX time 3% &
ble sample srv mtu infe, conn_idx @, mtu size 517
conn_idx @ encrypt success, pairing_lvl @x1
conn idx @ ping timeout set status ©x0
conn idx: @, peer version: Oxd, subversion: ©@x7ala, comp id @xld
conn idx: @, peer feature: @x@00QOLFff7dffoff
le pkt size info: conn idx @, tx oct 251, tx time 2128, rx oct 251, rx time 2128
conn idx @, intv_min @x8, intv_max @xa, latency @, supv_tout 200
conn idx @ slave prefer parameters acquire
conn idx @, param update ind: interval @x9, latency @x@, sup to @xc8
bcwl_handle_mgmt_handshake handshake success
le phy ind conn idx @: tx phy @x2, rx phy @x2
[ble_ota_srv_cb], write CCCD to 8x2
image transmit finished
dfu_srv_successBALM: MBL: First print.
ALW: MBL: Boot from Image 1.
ALW: MBL: Validate Image 1 OK.
ALW: MBL: Jump to Main Image (0x081ea0@@).
RF initialization finished
ota update success
SDK Version: v1.8.3a-86d78d858d779fad
Build date: 2025/@5/16 17:50:23

diFi calibration done =
PHY initialization finished ===
[ble_ota_srv_cb], svc_add_rsp status = @x@
BLE local addr: 76:BA:ED:27:08@:64, type @x@
BLE Adapter enable complete ===
bcwl_adv_mgr_evt_hdlr state change @x@
bcwl_adv_mgr_evt_hdlr state change @x1
bcwl_adv_mgr_evt_hdlr state change @x2
bewl_adv_mgr_evt_hdlr state change 8x3
bewl_adv_mgr_evt_hdlr state change 8x4

reason 8x@
reason 8x@
reason 8x@
reason 8x@
reason 8x@
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A 52

E51. lAFE
RS L] H#
1.0 Wi R AT 20247 H 10 H
1.1 BT Hor A 20254 2 H 26 H
1.2 1B ROTPK A #4y 202543 6 H
1.3 RN OTA FHE& 403 Hiik 202543 420 A
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Important Notice

This document is the property of GigaDevice Semiconductor Inc. and its subsidiaries (the "Company"). This
document, including any product of the Company described in this document (the “Product”), is owned by the Company
according to the laws of the People’s Republic of China and other applicable laws. The Company reserves all rights
under such laws and no Intellectual Property Rights are transferred (either wholly or partially) or licensed by the
Company (either expressly or impliedly) herein. The names and brands of third party referred thereto (if any) are the
property of their respective owner and referred to for identification purposes only.

To the maximum extent permitted by applicable law, the Company makes no representations or warranties of any
kind, express or implied, with regard to the merchantability and the fitness for a particular purpose of the Product, nor
does the Company assume any liability arising out of the application or use of any Product. Any information provided in
this document is provided only for reference purposes. It is the sole responsibility of the user of this document to
determine whether the Product is suitable and fit for its applications and products planned, and properly design, program,
and test the functionality and safety of its applications and products planned using the Product. The Product is designed,
developed, and/or manufactured for ordinary business, industrial, personal, and/or household applications only, and the
Product is not designed or intended for use in (i) safety critical applications such as weapons systems, nuclear facilities,
atomic energy controller, combustion controller, aeronautic or aerospace applications, traffic signal instruments,
pollution control or hazardous substance management; (ii) life-support systems, other medical equipment or systems
(including life support equipment and surgical implants); (iii) automotive applications or environments, including but not
limited to applications for active and passive safety of automobiles (regardless of front market or aftermarket), for
example, EPS, braking, ADAS (cameralfusion), EMS, TCU, BMS, BSG, TPMS, Airbag, Suspension, DMS, ICMS,
Domain, ESC, DCDC, e-clutch, advanced-lighting, etc.. Automobile herein means a vehicle propelled by a self-
contained motor, engine or the like, such as, without limitation, cars, trucks, motorcycles, electric cars, and other
transportation devices; and/or (iv) other uses where the failure of the device or the Product can reasonably be expected
to result in personal injury, death, or severe property or environmental damage (collectively "Unintended Uses").
Customers shall take any and all actions to ensure the Product meets the applicable laws and regulations. The Company
is not liable for, in whole or in part, and customers shall hereby release the Company as well as its suppliers and/or
distributors from, any claim, damage, or other liability arising from or related to all Unintended Uses of the Product.
Customers shall indemnify and hold the Company, and its officers, employees, subsidiaries, affiliates as well as its
suppliers and/or distributors harmless from and against all claims, costs, damages, and other liabilities, including claims
for personal injury or death, arising from or related to any Unintended Uses of the Product.

Information in this document is provided solely in connection with the Product. The Company reserves the right to
make changes, corrections, modifications or improvements to this document and the Product described herein at any
time without notice. The Company shall have no responsibility whatsoever for conflicts or incompatibilities arising from
future changes to them. Information in this document supersedes and replaces information previously supplied in any

prior versions of this document.

© 2025 GigaDevice Semiconductor Inc. — All rights reserved
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